
MEMORANDUM OF UNDERST NDING

BETWEEN

NATIONAL AUTHORITY ON ELECTRONIC ERTIFICATION AND

CYBER SECURITY OF ALB IA

AND

CYBER SECURITY COUNCIL OF THE UNIT D ARAB EMIRATES

This Memorandum of Understanding (hereinafter refe ed to as "MoU") is made

between the following Parties:

(a)

(b)

Albanian National Authority on lectronic Certification and

Cyber Security (hereinafter refe ed to as "NAECCS"); and

United Arab Emirates Cyber S urity Council (hereinafter

referred to as "CSC");

Recognizing that Information and Communication echnologies (ICTs) have

opened up new windows ofopportunity and are essent I tools for socio-economic

development of States;

Recognizing that ICTs have also introduced new type of threats such as inter alia

cyber-crime, cyber-espionage, hacktivism, cyber-terro ism, cyber-warfare, critical

infrastructure attacks, disinformation campaigns; and at these threats are on rise

globally, transnational, dynamic and are proving incre ingly sophisticated;

Convinced of the need to join efforts and capabiliti s in order to develop and

disseminate new technologies that promote the estab ishment of a secure global

information society;



Both Participants have similar strategic interests an agree to cooperate in the

field of information based on equal and mutual benefit to improve cooperation in

response to information security incidents.

Recognizing that public institutions have a role to play or managing cybersecurity

risks and for protecting the digital environment; and that co-operation is essential

at domestic, regional, and international levels.

Recognizing that the proper functioning and security f the digital environment,

including the Internet, is essential to the functioning of ur economies and societies

and stimulates innovation.

Recognizing the role of the Parties in the field of cybersecurity in implementation

of policy measures and operational responses, development of tools, and in the

regulatory framework.

Both Participants intend to detail the main goals, obj ctives, areas, and forms of

cooperation, concluded in this the MoU on the followi g:

Article 1

BASIC PRINCIPLES OF COOPERATION
The purposes of this MoU are:

l. to promote cooperation in the field of cybersecuri between the Parties;
2. to enhance exchange of information between th Parties pertaining to

cybersecurity based on specifications in article 4 of thi MoU
3. to support and cooperate on reaching the strategic goals in the field of Cyber

Security.



l.

2.

3.

Article 2

STATUSAND SCOPE OF THI MOU

This MoU sets out the framework within which t e Parties intend to work

together to achieve the purposes set out in Article

This MoU is not intended to create, maintain or g vern any legally binding

obligations, rights or benefits between the Parties r between the Parties and

any third party. Each Party' implementation oft is MoU is subject to that

Party's domestic laws, regulations, policies and in ernational obligations.

The Parties acknowledge that this MoU does not prejudice any existing or

future arrangement, treaty, or other arrangement b tween the Parties.

Article 3

AREAS OF COOPERATI N

To achieve the above purpose of this MoU, the Partic pants intend to cooperate in

the following areas:

A.

B.

C.

D.

E.

F.

G.

H.

J.

K.

Information exchange on information security r sks.

Joint information and response to information s curity incidents.

Sharing information about the spread ofmalw e.

Exchange of indicators of compromise.

Exchange of experience in countering informati n security threats.

Providing information on promising solutions in the field of information

security.

Exchange of educational and training material r lated to cyber security.

Mutual collaboration in organizing technic workshops, conferences,

educational visits, and trainings.

Mutual coordination and collaboration in or anizing and implementing

cybersecurity training across all sectors.

Sending missions of experts and joint work ng groups in the field of

cybersecurity.

Exchange of cyber security awareness material



L. Provision of advisory information assistance in the investigation and

elimination of information security incidents.

M. Attendance of representatives from each Participant for any training courses

l.

2.

3.

4.

5.

6.

and working sessions organized by the other Participant.

Article 4

EXCHANGE AND USE OF INFORMATION

Both Parties may exchange information for the urposes of this MoU. The

disclosure of information pursuant to this MoU will be in accordance with

applicable domestic law, policies and mechanisms.

Neither Party will disclose information obtained from the other Party

pursuant to or in connection with this MoU to any third party without prior

consent of the other Party.

The Parties will respect any condition, restrictions or caveat indicated by the

other Party in respect of the handling or disclosure of information, except for

situations where disclosing such information is mandatory by law or

requested by a court of law.

The Parties will apply data protection, according to the respective applicable

national and international legal frameworks.

The Parties will appoint a contact person responsible for the communications

between the Parties in the framework of this agreement.

Any joint activity involving intellectual property will be agreed upon in

writing by the Parties to protect relevant interests.

Article 5

DISPUTE RESOLUTION
Any differences/disputes between the Parties concermng the interpretation and/or

implementation of this MoU shall be settled amicably rough consultations and/or

negotiations between the Parties.



l.

2.

3.

4.

5.

Article 6

COMMENCEMENT, DURATION AND TERMINATION

This MoU will come into effect on the date the MoU is signed by both Parties.

This MoU is intended to remain in effect for an initial period of three (3) years

and automatically extended for a subsequent three (3) year period, unless the

Party gives to other Party three (3) months written notice of its intention not to

extend the MoU. The Parties may terminate it at any time by notifying the

other Party in writing. Such termination will take effect ninety (90) calendar

days from the date of the notification unless the Parties mutually consent in

writing to a shorter period of time.

Ongoing activities at the time of termination will nonetheless be completed in

accordance with the provisions of this MoU.

This MoU may be modified by mutual written agreement of the Parties.

A modification to this MoU will come into effect on the date mutually

determined by both Parties.

Article 7

COST,EXPENSES AND RESOURCE

This MoU is not an obligation, and also does not entail any financial obligations

for both Participants and does not give rise to legal rights and responsibilities

between the Participants. Each Participant tolerates its own personal expenses and

provides itself with resources for the execution of this MoU and other related

expenses. All activities under this MoU will be subject to the availability of

financial and human resources in accordance with the national law of the

Participants.

Article 8

LANGUAGES
All communication between Parties will be in English. This MoU was compiled in
three original languages: English, Arabic and Albanian. In the event of any
discrepancy, the English language shall prevail.



This MoU has been signed in .06.r D.å...

Article 9

CONTACT INFORMATION

NATIONAL AUTHORITY ON
ELECTRONIC CERTIFICATION
AND CYBER SECURITY OF
ALBANIA
Name: Rexhion Qafa
Designation: NAECCS
telephone: +355697035660
Email address:

rexhion.qafa@cesk.gov.al
call center 24/7: +355 4 22 210 39

Emergency telephone:

+355692088722
Address: Tirana - Albania

CYBER SECURITY COUNCIL OF
THE UAE

Name: Wafi Yousef Ali Fadil Binfadil
Designation: Cyber Security Council
Office telephone: +971 50 287 8888

Email address: grc@esc.ae/

ciso@csc.ae
Call center 24/7: +971 50 7231 222

Emergency telephone: +971 50

2878888
Address: Dubai - UAE

Article 10

SIGNATURES

The MOU is signed by the following representatives of the Parties:

SIGNED for and on behalf ofNational

Authority on Electronic Certification

and Cyber Security of Albania

General Director

Mr.Assoc.Prof. Igli TAFA

Signatu

SIGNED for and on behalf of United

Arab Emirates Cyber Security Council

Ambassador of the United Arab

Emirates to the Hellenic Republic
H.E. Sulaiman Humad Salem

ALMaz

Signature



MEMORANDUM MIRÉKUPTIMI
MIDIS

AUTORITETIT KOMBÉTAR PÉR CERTIFIKIMIN ELEKTRONIK DHE

SIGURINÉ KIBERNETIKE NÉ SHQIPÉRI

DHE

KÉSHILLIT TÉ SIGURISÉ KIBERNETIKE TÉ EMIRATEVE TÉ

BASHKUARA ARABE

Ky Memorandum Mirékuptimi (né vijim "MM") éshté dakordésuar ndérmjet

paléve té méposhtme:

a) Autoriteti Kombétar Shqiptar per Certifikimin Elektronik dhe

Siguriné Kibernetike (né vijim "AKCESK"); dhe

b) Köshillit te Sigurisé Kibernetike te Emirateve té Bashkuara Arabe

(mé tej referuar si "CSC");

Duke pranuar se Teknologjité e Informacionit dhe te Komunikimit (T1K) kané

hapur dritare té reja mundesish dhe jané mjete thelbésore Pér zhvillimin socio-

ekonomik te shteteve;

Duke pranuar se TIK kané sjellé gjithashtu Iloje té reja kércénimesh si: krimi

kibernetik, spiunazhi kibernetik, haktivizmi, terrorizmi kibernetik, lufta

kibernetike, sulmet ndaj infrastrukturés kritike, fushatat e dezinformimit; dhe se

keto kércénime jane né rritje globalisht, ndérkombétarisht, ne menyré dinamike

dhe po shfaqen gjithnjé e mé té sofistikuara;



Té bindur Pér nevojén Pér té bashkuar pérpjekjet dhe aftésité me qéllim zhvillimin
dhe pérhapjen e teknologjive té reja Clé promovojné krijimin e njé shoqérie globale

té informacionit te sigurt;

Palöt kané interesa strategjike té pérbashkéta dhe bien dakord té bashképunojné né

fushén e informacionit bazuar né pérfitime té njéjta dhe reciproke, Pér té

pérmirésuar bashképunimin népérgjigje té incidenteve té sigurise sé informacionit.

Duke pranuar se institucionet publike kané njé rol te rendésishém per

menaxhimin e rreziqeve té sigurisé kibernetike dhe Pér mbrojtjen e mjedisit

digjital; dhe se bashképunimi éshté thelbésor né nivelet e brendshme, rajonale dhe

ndérkombétare.

Duke pranuar se funksionimi i duhur dhe siguria e mjedisit digjital, duke pérfshiré

internetin, éshté thelbésor Pér funksionimin e ekonomive dhe shoqérive tona dhe

stimulon inovacionin.

Duke pranuar rolin e Paléve né fushén e sigurisé kibernetike, né zbatimin e

politikave dhe reagimeve operacionale, zhvillimin e mjeteve dhe né kuadrin

rregullator.

Palöt synojné té pércaktojné qéllimet kryesore, objektivat, fushat dhe format e

bashképunimit, te pérfshira né kete MM Pér sa vijon:

Neni 1

PARIMET THEMELORE TÉ BASHKÉPUNIMIT

Parimet mbi té cilat bazohet ky MM jané:

l. té promovojé bashképunimin né fushén e sigurisé kibernetike ndérmjet Paléve;
2. té pérmirésojé shkémbimin e informacionit ndérmjet paléve né lidhje me

siguriné kibernetike bazuar né specifikimet sipas Nenit 4 té kétij MM



3. te mbéshtesö dhe bashképunojé né arritjen e synimeve strategjike né fushén e

Sigurisé Kibernetike.

Neni 2

STATUSI DHE FUSHA E KÉTIJ MM

l. Ky MM pércakton kornizén brenda te cilés Palét synojné té bashképunojné Pér

te arritur qéllimet e pércaktuara ne nenin l.

2. Ky MM nuk ka Pér qéllim té krijojé, mbajé ose imponojé té drejta dhe detyrime

ligjore ndaj Paléve ose ndérmjet Paléve te treta. Zbatimi i kétij MM nga Palét e

percaktuara né té, i nénshtrohet ligjeve, rregulloreve, politikave kombétare dhe

detyrimeve té tyre ndérkombétare.

3. Palét pranojné se ky MM nuk paragjykon asnjé marréveshje, traktat tjetér

ekzistuese apo krijohen né té ardhmen ndérmjet Paléve.

Neni 3

FUSHAT E BASHKÉPUNIMIT
Pér te arritur qéllimin e mesipérm té kötij MM, pjesémarrésit synojné te

bashképunojné né fushat e méposhtme:

A. Shkémbimi i informacionit mbi rreziqet e sigurisé sé informacionit.

B. Informacion i pérbashkét i shkémbyer dhe reagim ndaj incidenteve te sigurisé

sé informacionit.

C. Ndarja e informacionit né lidhje me pérhapjen e programeve keqdashese.

D. Shkémbimi i indikatoréve te kompromisit.

E. Shkémbimi i pérvojésné luftén kundér körcenimeve te sigurisé sé informacionit.

F. Dhénia e informacionit Pér zgjidhjet e mundshme né fushén e sigurisé sé

informacionit.

G. Shkémbimi i materialeve edukative dhe trajnuese lidhur me siguriné

kibernetike.

H. Bashképunimi i ndérsjellé né organizimin e seminareve teknike, konferencave,

vizitave edukative dhe trajnimeve.



I. Koordinim dhe bashképunim i ndérsjellét né organizimin dhe realizimin e

trajnimeve Pér sigurine kibernetike né te gjithé sektorét.

J. Dérgimi i misioneve té ekspertéve dhe grupeve té perbashkéta té punés né fushén

e sigurisé kibernetike.

K. Shkémbimi i materialeve ndérgjegjésuese Pér sigurine kibernetike.

L. Ofrimi i asistencés informative késhilluese né hetimin dhe eliminimin e

incidenteve té sigurisé sé informacionit.

M. Ndjekja nga perfaqésuesit té seciles Palé, te gdo kursi trajnimi dhe sesioni pune

te organizuar nga Palét.

Neni 4

SHKÉMBIMI DHE PÉRDORIMI 1 INFORMACIONIT

l. Palét marrin persipér te shkémbejné informacionin per qéllimet e kétij MM.

Shkembimi i informacionit sipas kushteve té kötij MM, do te kryhet né pérputhje

me legjislacionin vendas, politikat dhe mekanizmat né fuqi té paléve.

2. Asnjéra pale nuk do te shperndajé informacionet e marra nga Pala tjeter sipas

pércaktimeve te kétij MM, asnjé pale te treté pa pélqimin paraprak te Palés tjetér.

3. Palét do té respektojné gdo kusht, kufizim ose paralajmérim té vendosur nga Pala

tjetér né lidhje me trajtimin ose shperndarjen e informacionit, me pérjashtim te

situatave kur zbulimi i njé informacioni té tille éshté i detyrueshém sipas kuadrit

ligjoré vendas.

4. Palét do te zbatojné mbrojtjen e te dhénave personale, sipas kuadrit ligjor

perkatés kombétar dhe ndérkombétar.

5. Palét do té caktojné njé person kontakti pérgjegjésper komunikimet ndérmjet

Paléve né kuadrin e kösaj marréveshjeje.

6. Cdo aktivitet i pérbashkét qé pérfshin pronésiné intelektuale do té dakordésohet

me shkrim nga Palét Pér té mbrojtur interesat pérkatése.



Neni 5

ZGJIDHJEN E MOSMARRÉVESHJES

Cdo dallim/mosmarréveshje ndérmjet Paléve né lidhje me interpretimin dhe/ose

zbatimin e kétij MM do te zgjidhet né ményré miqösore népérmjet konsultimeve

dhe/ose negociatave ndérmjet paléve.

Neni 6

FILLIMI, KOHÉZGJATJA DHE PÉRFUNDIMI 1 MM

l. Ky MM hyn né fuqi ne daten e nenshkrimit té tij nga te dyja Palét.

2. Ky MM ka per qéllim qé pas periudhés sé vlefshmérisé fillestare prej tre (3)

vjetésh, té zgjatet automatikisht Pér njé periudhé té mévonshme tre (3) vjegare,

pérvegse kur Palét njoftojné njéra tjetrén me shkrim tre (3) muaj pérpara Pér

mungesén e déshirés per zgjatjen e MM. Palét mund ta ndérpresin ate né gdo kohé

duke e njoftuar Palén tjetér me shkrim. Pérfundimi i MM do té hyjé né fuqi

néntédhjeté (90) dité kalendarike nga data e njoftimit té tij, pérveg rastit kur Palét

bien dakord reciprokisht me shkrim Pér njé periudhé me te shkurtér kohore.

3. Aktivitetet qé jané né proces né momentin e pérfundimit té MM, do te

pérfundojné né pérputhje me dispozitat e kétij MM.

4. Ky MM mund te modifikohet me marréveshje reciproke me shkrim té Paléve.

5. Nje modifikim i kétij MM do té hyjé né fuqi né datén e percaktuar reciprokisht

nga Palét.

Neni 7

KOSTOT, SHPENZIMET DHE BURIMET

Ky MM nuk éshte njé detyrim, dhe gjithashtu nuk sjell ndonjé detyrim financiar

Pér te dy palet dhe nuk krijon té drejta dhe pergjegjesi ligjore ndérmjet tyre. Qdo

Palé merr persipér shpenzimet e veta personale dhe i siguron vetes burime per

ekzekutimin e kötij MM dhe shpenzimeve té tjera té lidhura me té. Té gjitha

aktivitetet sipas kétij MM, do t'i nénshtrohen disponueshmérisé sé burimeve

financiare dhe njerézore né pérputhje me legjislacionin kombétar te Paléve.



Neni 8

GJUHÉT

I gjithé komunikimi ndérmjet Paléve do te jeté né gjuhén angleze. Ky MM éshté

hartuar né 3 (tre) gjuhé origjinale: Anglisht, Arabisht, Shqip. Né rast

mosmarréveshjeje, prevalon gjuha angleze.

Ky MM éshté nénshkruar 4.2023.

Neni 9

INFORMACIONET E KONTAKTIT

AUTORITETI KOMBÉTAR PÉR

CERTIFIKIMIN ELEKTRONIK

DHE SIGURINÉ KIBERNETIKE 1

SHQIPÉRISÉ

Emer: Rexhion Qafa
Institucioni: AKCESK
Telefon: +355697035660

Adresé email
:Rexhion.qafa@cesk.gov.al
Telefon 24/7: +355 4 22 210 39

Telefon emergjencash: +355 69 20 88

722

Adresa: Tirane, Shqipéri.

KÉSHILLI 1 SIGURISÉ

KIBERNETIKE 1 EMIRATEVE
TÉ BASHKUARA ARABE

Emer: Wafi Yousef Ali Fadil Binfadil
Institucioni: Köshilli i Sigurisé
Kibernetike
Telefon: +971 50 287 8888

Adresé email: orc(öiesc.ae /

ciso@csc.ae
Telefon 24/7: +971 50 7231 222

Telefon emergjencash: +971 50

2878888
Adresa: Dubai, Emiratet e Bashkuara

Arabe



Neni 10

NÉNSHKRIMI

Marréveshja e Mirekuptimit nénshkruhet nga pérfaqésuesit e méposhtém té paléve:

NÉNSHKRUAR per dhe né emérté

Autoritetit Kombétar PérCertifikimin

Elektronik dhe Siguriné Kibernetike té

Shqipérisé

Drejtor i Pérgjithshém
Z. Ass.Prof. Igli TAFA

Nénshkrimi

O ESH

Q/ 1 MIN\S

NÉNSHKRUAR dhe né te

Késhillit te Sigurisé Kibernetike té

Emirateve te Bashkuara Arabe

Ambasador i Emirateve te Bashkuara

Arabe ne Republikén Helenike
Sh.T.Z Sulaiman Humad Salem

ALMazroui

Nénshkrimi
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