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Project Overview



National Authority on Electronic Certification and Cyber Security (NAECCYS)
Responsible for strategic policies: It implements and monitors the National Cyber Security Strategy 2020-2025.

Policy objective no. 3: Creating the necessary mechanisms for the security of children in cyberspace, simultaneously
preparing the new generation capable of benefiting from the advantages of information technology and facing the

challenges of development.

NAECCS provides an online reporting form and administers the unique illegal/harmful content reporting portal;
informs other institutions (State Police, AKEP, ASHDMF) as appropriate on the reported cases for addressing and
removing the respective illegal contentrelated to child online threats, abuse or exploitation.

Involved institutions on online child safety issues: National Authority on Electronic Certification and Cyber Security,
State Police, Ministry of Education and Sports, Ministry of Health and Social Protection, and State Agency on the
Child Rights and Protection, Electronic and Postal Communications Authority and Audiovisual Media Authority.




Considering our strategic objectives and our commitment to cooperate with national and international organizations
regarding child online protection, the National Authority on Electronic Certification and Cybersecurity (NAECCS) of
Albania was the first pilot country worldwide that raised the hand to participate in the ITU Global Project. ITU is
supporting NAECCS in rolling-out the Child Online Protection (COP) Guidelines at the national level through a series
of activities, such as: training sessions, workshops, knowledge products and awareness raising campaign targeting all

relevant stakeholders.

The activities are focused in three main pillars:

- Childrenand youth; "

‘—5
- Parents and educators; 2l

- Industry stakeholders. FEmiE 18 Sigurté Online

https://cesk.gov.al/

AKCESK v Legjislacioni v Shérbime Té Besuara v Evente Publiki

ITU Pilot Project



https://cesk.gov.al/

This project has contributed to achieving the policy objective regarding Child Online Protection defined in the
National Cyber Security Strategy, by raising awareness, improving reporting mechanisms, enhancing capacity,
and promoting responsible behaviour online. The COP piloting project has yielded positive results in Albania.
The initiative has reached 12 regions of Albania, where there have been trained approximately 320 parents
and educators, 250 secondary school students, +50 representatives of the industry sector and +40
policymakers; In social media, this initiative has reached more than 4500 unique online users.

COP guidelines' checklists will be an integral part of the revised Action Plan of the National Cyber Security
Strategy. This approach leverages the comprehensive nature of the ITU's guidelines and the related checklists
to enhance the national cybersecurity strategy's effectiveness. By incorporating the checklists, which are
designed to guide policymakers and industry stakeholders in implementing practical measures, the strategy
becomes more robust and adaptive, addressing specific requirements related to child online protection.




The 2020 ITU guidelines on child online protection was implemented through a global project,
divided into two workstreams:

Workstream 1: Digital skills development

Activities

Translation and dissemination of the child online protection guidelinesinto national languages.
Face-to-face and onlinetrainings for children and young people.

Train-the-trainers modules for parents, carers and educators.

A game and an app for children of different age groups reflecting the child online protection guidelines.

Workstream 2: Child online protection policy support

Activities

- National strategy developmenton COP.

- Capacity building for ICT professionals and government stakeholders.
- Enhanced cooperation among relevant stakeholders.

- Creation of national child taskforces.
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Project outcomes

- An animated video was elaborated in the Albanian language based on the content of the ITU COP
Guidelines for children with key messages for children and youth. This video targeted children and youth
nationally to educate them on online safety. Video is animated in order to be more attractive and easier to
understand by young generations.

- A promotional video was elaborated in the Albanian language based on the ITU COP Guidelines for Parents
and Educators, with key messages for parents, educators, and caregivers at the national level. Video is
based on real-life images in order to create connections, generate organic visibility, be easier to remember
and capture short attention spans.

- A promotional video in the Albanian language was elaborated based on the ITU COP Guidelines for the
industry operators to provide direction on how to protect children from online threats.

The three promotional videos were disseminated through national Albanian online media.




Project outcomes

A child-friendly manual in the Albanian language was elaborated. This material was based on ITU COP
Guideline and served as a background document for workshops and training sessions for children and
youth in selected schools in 12 regions of Albania. The manual aimed to provide children and youth with
information to further assist them in facing risks encountered online.

A Train the Trainer manual in the Albanian language was elaborated from this activity. The manual was
based on the ITU COP Guidelines that served as a background document in train-the-trainer programs
targeting educators, parents, and caregivers nationally. The concept of this manual was to be the guide of
the expert that trained the parents and educators in Albania to better understand the offline/online
consequences of their actions which can lead to the vulnerability of children and to know how to react
when they encounter difficult situationsunknown to them online.

A Unified Message was elaborated and disseminated with the most influential industry stakeholders in
Albania. The Unified Message aimed to raise awareness on how to increase online security for children and
to create a safe cyberspace through practical tips.




Project outcomes

An Impact Report was elaborated that assessed the level of awareness and learning (before and after the
training) for all the trainings and workshops conducted with the following target audience:

e children and youth;

* parents, educators and caregivers;

* industry stakeholders.

- Dissemination of the COP Guidelines for children and youths through twelve (12) online workshops targeting
children and youths nationally in 12 regions of Albania, aiming to raise awareness, engage the youth
communitiesin the consultation process on COP-related initiatives, and leverage their digital skills.

- Dissemination of the COP Guidelines for parents and educators through fifteen (15) online workshops
targeting parents and educators nationally in 12 regions of Albania, aiming to increase the number of
parents, educators, and caregivers with digital skills that will enable them to protect children and youth
online.

- Elaboration of a flyer with tips on Internet Safety for children and youth. This content is disseminated in the
official website and all the social media channels of AKCESK, aiming to reach children online. Also, a hundred
copies of the flyer have been printed and shared with teachers and government experts and presented as an
electronic version at the end of each activity.




Project outcomes

Delivering 5 workshops with stakeholders for each industry subsector, with the aim to enhance cooperation
and coordination between local industry stakeholdersregarding child online protection. The industry
subsectors are selected based on their impact on child online protection. Additionally, the training sessions
are focused on experts that work in Social Protection Units within the Government of Albania, the health
sector, and Internet Service Providers.

Organizing and delivering 5 workshops for ICT professionals on relevant skills required to strengthen online
safety for children in the context of the ITU’s focus areas

Organizing and delivering 12 capacity building activities for teachers and government experts on relevant
skills required to strengthen online safety for children in the context of the ITU’s focus areas

Two reports have been prepared:

Priority assessmentreport related to the COP (consists of a comprehensive analysis of the safety measures
adoptedto protect children from illegaland inappropriate contentonline at the national level.)

Report on the implementation plan for child online protection policies (informs on the progress made by
the government in implementing the Child Online Protection Policy concerning also the National Strategy for
Cyber Security in Albania)




Promotional Videos



Promotional video with key messages for children and youth

Elaboration of a promotional video in Albanian language based on the content of the ITU COP Guidelines for
children and youth




Promotional video with key messages for parents, educators and
caregivers for monitoring their children

Elaboration of a promotional video in Albanian language based on the ITU COP Guidelinesfor Parents
and Educators

Raporto imazhin ose videon
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Promotional video with key messages for industry on
Child Online Protection

Elaboration of a promotional video in Albanian language based on the ITU COP Guidelinesfor
Industry

AUTORITETI KOMBETAR PER
Q AKCESK' CERTIFIKIMIN ELEKTRONIK
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THINK CYBER

"Kjo video éshté zhvilluar si pjesé e njé marréveshjeje bashképunimi
me Unionin Ndérkombétar té Telekomunikacionit (ITU)
né kontekstin e programimit global t& ITU-sé pér mbrojtjen e fémijéve né internet"




Dissemination



Target Group

Industry actors

Youth

) Educators

Children



Media Platforms and analytics
Videos have been disseminated on five online platforms in Albaniaand on all social media channels of NAECCS

Media Platforms and analytics Social Media channels of NAECCS
News 24 193,520 users YouTube
Gazeta Shqiptare 183,968 users Facebook
Balkan Web 1,358,304 users Instagram
Syri 1,340,887 users Linked In

Gazeta Tema 1,300,000 users WEB




Key Outcomes

300 people reached on social
media channels

Circa 300 people are engaged by
following the NAECCS’s social
media channels, commenting,
saving, or reacting to the content

More than 100 people have
participated in the quizzes shared
on Instagram stories

6,000 online users reached

More than 6,000 people are
reached mainly through the
dissemination of videos on online
media platforms

200 new followers

Circa 200 people have followed
recently the NAECCS’s social
media channels



Manuals and training



Elaboration of a ToT manual and
deliver trainings with parents,
educators and carers

Train the Trainers manual based on the ITU
COP Guidelines served as a background
document in train the trainers programs
targeting educators, parents and caregivers
nationally.

MANUALI | PRINDERVE
PER SIGURINE E FEMUEVE
ONLINE




Training sessions for parents and educators

The trainings sessions increased the number of parents, educators and caregivers with digital skills that
enable them to protect children and youth online. This further lead to exponentialincrease in the amount of
digitally literate and skilled children which are able to cope with online threats and negative outcomes.




Elaboration of a child-friendly
manual

Child- friendly manual based on the ITU COP
Guidelines and related materials, served as a
background document for training sessions
targeting children and the youth.

MANUAL PER FEMIJET PER
SIGURINE NE INTERNET




Online training sessions for children and youth in 12 regions of Albania

O Webex @ Meetinginfo  Hide Menu Bar

File Edit Share View Audio&Video Participant Meeting Help

Layout v Participants (21)
>

alessia sufali Laureta Bekteshi Egla Elezi Kamela

[ speaking: Laureta Bekteshi | ™ Participants (22)
§——n

& Layout
A Arseda Autoriteti Kombetar p. Bardhul Jupa 5

Viewing Laureta Bekteshi's screen
Egla Elezi
LRy |

Q larja ekteshi's G o Mishela Gjyli

Autoriteti Kombetar per CE
fost

Irsa

I‘Tl) - -
= Veprimtari praktike mbi modulin Q Kamela Laureta Bekteshi
1 “Ekspozimi ndaj pérmbajtjeve té < ; o -
papérshtatshme” Kledis : - : . S Q Alesia

Kristela Hasa ) Arseda

Mirela Tegja Pérgjigia e sakté Eshté Bardhul Jupa

& ruben ashiku
brikena
Migté duhet t'i trajtonl me respekt si né jetén reale
sindi karaj — edhe né até virtuale. Mos ndani foto té mique tuaj,
té cilat mund 'l shqetésojné ato. Né vend qé t'i
ndani, fshijini kéto foto, kur miqté ua kérkojné njé
Lusjanakor ajé té tille.

Daniel

Unmute ~ 0 entjola

Unmute

here to search

1. Mir ndodhe? né shiéping e njé shoku dhe véial |t | madh e regon njé VIdeo AE
infernet, me njeréz gjysmé 18 zhveshur, Ajo @ sheh @ ban 1 ndihet né sikiet Midn.
Claré duhet 16 béjé Miri?

kit pér até gé ka pare.

e prindin, me més

me paikologun e shi Rexhina

2 Rubena

2. Asjo éshté pérpara kompijuterit dhe né ané & monltori, | kap syri njé foto infime. Kjo .
pamie e bén kurioze, ndaj duhel 1& kiikojé mbi folo: Samanta Kane
Po

’ Q samuela

3. Nése shikon njé video ose viziton njé fage intemet qé ka pérmbojfie 1

apérshiatshme pér moshén tende, duhet Ii drejlohesh menjéhers njé 1é rituri,
papérzhiatshme p hén tande, dubet 1 drejh jéhers nj Sara Qoshi

Unmute v



Key outcomes

12 training sessions 190 secondary school students

15 training sessions have been delivered where 460 parents and educators in Albania
were trained regarding the threats that children may encounter online, how to
protect, and educate them to stay safe online.

Training of parents
and educators

Training of industry 10 training sessions
Units and industry operators

100 experts from Child Protection



Impact report



Impact report assessing the level of awareness of parents

32% of the parents think that
communication is key to
prevent online threats to their
children, compared to 26.6%
before the training

79% of parents think that
visiting safe web pages is very
important, compared to 66%
before the training

\

90% of parents know where to
ask for help if their children face
illegal content online, compared
to 67% before the training
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Impact report assessing the level of awareness of industry representatives

Important tips for Child Online Protection:
v implement parental control

v private settings of accounts and applications
v safe online navigation



Impact report assessing the level of awareness of children

) Almost every child had at least one social media account

) 99% of children answered that they communicate with their parents
about their online activity

I

) The mainonlineactivitiesthatthey consideras dangerousare: sharing personal
information, chattingonline with strangers, and inappropriate online content




Impact report assessing the level of awareness of children

Onlinethreats for children

B Online Dangers

7.10%
5.30%

Online Trafficking Cyberbullying Strangers Online Sexting Online Games




Unified Message



AUTORITETI KOMBETAR PER
@AKCESK CERTIFIKIMIN ELEKTRONIK
DHE SIGURINE KIBERNETIKE

Ky poster éshté krijuar né kuadér t& marréveshjes sé bashk&punimit me Unionin Ndérkombétar té Telekomunikacionit (ITU), pjesé e
programimit global t& ITU-s& pér mbrojtjen e fémijéve né internet

Tregoni kujdes me shpérndarjen e té dhénave
personale online!

MESOJUNI FEMIJEVE RENDESINE E FJALEKALIMEVE TE
3 FORTA
Leesee B3 Udh&zoni fémijét té sigurojné llogarité e tyre me
fjalékalime té forta qé mbartin kombinime numrash,
karaktere speciale dhe shkronja t& vogla/té médha

EDUKOJINI PER ZBATIMIN E NJE RUTINE TE SIGURT
¥ NE INTERNET
-émijét duhet té diné se njé i huaj né internet paraget
= njé rrezikl Ata duhet té shmangin bisedén me
persona té huaj né cdo platformé online

}\ KUFIZONI PERDORIMIN E INTERNETIT PER FEMIJET
Koha e zgjatur para ekranit mund té sjellé rrezige té
; ndryshme né internet. Kufizoni pérdorimin e pajisjes

sé fémijés tuaj me programe té kontrollit prindéror

Elaboration and dissemination of a Unified L 0 e s corne s
message targeting Industry stakeholders, which |
aims to raise awareness on how to increase the s RN

Ndérgjegjésimi i fi ve pér rreziget e ndryshme né
internet mund té jeté késhilla mé e mengur e sigurisé

s Security of children online in order to harmonize B st e e
policies and regUIations aCrOSS the Country' TRAJNOJINI FEMIJET PER TE KLIKUAR ME KUJDES!

Edukoni fémijét g & mos klikojné né linge té
panjohura. Mésojini té& géndrojné larg ¢do platforme
qé automatikisht té drejton né faqe té tjera

MOS HARRONI SE ASPEKTET POZITIVE TE INTERNETIT
1 TEJKALOJNE ATO NEGATIVE

Interneti &shté njé burim i shkélqyer

argétues pér fémijét. Inkurgjoni fémijén tuaj té
eksplorojé internetin né potencialin e tij té ploté

RAPORTO PERMBAJTJE TE PALIGJSHME/DEMSHME

Ky shérbim ka si géllim t'u vijé né ndihmé fémijéve dhe té rinjve pér raportimin e pérmbajtjeve té
paligishme/démshme t& hasura gjaté lundrimit né internet. Raportimet do té trajtohen me
konfidencialitet t& ploté nga Autoritetet Pérgjegjése pér ré vlerésimin e rastit, si dhe pér té
marré masa té menjéhershme. Pér té béré raportimin tuaj, pérdorni linkun mé poshté:
https://cesk.gov.al/permbaijtje_te_paligjshme.html

Klikoni né link-un mé poshté pér t'u njohur me mé shumé burime mbi navigimin né ményré té sigurt té fémijéve né internet nga ITU:
https://www.itu-cop-guidelines.com/children




Communication Plan



Focus

Disseminating the information of campaign in
social media channels




Continuous posts on Images from Report Illegal Content

awareness videos training events
. *

*

Information on online Links to related websites
safety



The characteristics of social media content

—D

7
&)

Posters

Photos from
training events

Monthly Communication
Calendar that includes:

Articles

Quizzes




Data monitoring

More than 7000 people reached through social media channels, including
Awareness YouTube

Circa 500 people have been engaged by following the NAECCS’s social media

channels, commenting, saving, liking or reacting to the content
Engagement

More than 100 reactions in social media channels, mainly by youth in
Instagram regarding videos shared
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¢ Video ndérgjegjésuese pér prindé

AKCESK @cesk_gov_al - Sep 27
AKCESE - AKCESK né bashképunim « me @ITUEurope kané hartuar dokumentin
"Manuali i Prindérve pér Siguriné e Fémijéve Online" pér krijimin e nj&

* «disi online mé t& sigurt pér f&mijét né Shqipéri .
Autoriteti Kombétar pér CESK
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® k.gov.al/aktivitete/itu...

Online me SANGO @ alinesafety #parents #guideline #albania #akcesk #itu

A Nije liber i hartuar per t'i mesuar femijet nen moshen 9 vjec ne lidhj ...see more

Online me
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AKCESK @cesk_gov_al - Jul 15 .

Qs Online me SANGO @

o Nje liber i hartuar per t'i mesuar femijet nen moshen 9 viec ne lidhje me
te drejtat dhe sigurine e tyre ne internet | @ITUEurope

Ju ftojme ta shfletoni ne fagen zyrtare te AKCESK ne linkun:
Inkd.in/dRmKitzPd

3. Bapoail ndal plrmbajties sk papirsiriatihme

Online me

AKCESK @cesk_gov_al - Sep 7
YA E DINI SE... 1 né 3 fémijé né& Shqipéri komunikon me njeréz t& panjohur
online?

Lundrimi n& Internet, jo gjithmong &sht& i sigurt |

TREGOHUNI TE KUJDESSHEM!

@cesk_gov_al @ITUEurope

#cybersecurity #onlinesafety #childonlinesafety #itu #akcesk
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RECENTLY RELEASED & UPCOMING (TU COP MATERIALS

—

Autoriteti Kombétar CESK
May 253t 1036 AM- Q@

AKCESK raised the hand tc become the first pilot country worldwide for the iITU Global Project
“Creating a Safe and Prosperous Cyberspace for Children”™.

®Teday, we proudly share the naticnal progress:
4500 unique oniine users reached online

320 parents and educators trained in April-May
250 secondary school students trained in April-May
More than 50 industry representatives

other activities on progress

Thank you @ituofficial for your support!
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Thank you!
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