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“When it comes to privacy and
accountability,  people  always
demand the former for themselves

NAECCS organizes the two-day Cyber Hygiene training
An old version of the operating system, phishing scams or SMishing
are a number of risks in today's digital world that can compromise
your online security!

This is the reason why NAECCS, in cooperation with CRDF, with the
support of the US Department of State, organized the two-day
training on Cyber Hygiene on February 12 & 13.

This training was attended by 420 online participants as well as 50
participants in the hall including employees of different profiles from
all public institutions, the private sector and civil society. During the
training, issues such as keeping the operating system up-to-date,
using safe and unique passwords, activating two-factor
authentication, and being careful with suspicious links or downloads
were addressed.

NAECCS appreciates the involvement of all categories of society in
such trainings in order to raise awareness and increase vigilance
against ongoing cyber threats.

American government

Within the framework of the strategic partnership with the United
States of America and the commitment to strengthening cyber
security at the national level, NAECCS held a meeting today with
representatives of the American government. The focus of the
meeting was on the possibilities of cooperation to increase cyber
security capacities and the discussions showed a clear perspective
of cooperation in this direction.
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and the latter for everyone else.” wfﬂ/\)
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Bank of America - data breach
Bank of America has reported a data breach involving
Infosys McCamish Systems (IMS), a service provider that
was hacked last year.

The breach exposed personal information including
names, addresses, social security numbers, and financial
details. The breach affected 57,028 people, with IMS
notifying Bank of America that data concerning deferred
compensation plans may have been compromised. The
bank has yet to disclose the number of customers affected.

Link: Read more

PATCHING ALERT

Roundcube

Roundcube - patching alert

The US Cybersecurity and Infrastructure Security Agency
(CISA) has a medium-severity security rating on the email
software in Roundcube's catalog and known
vulnerabilities exploited due to active information.

The flaw, CVE-2023-43770, affects versions before 1.4.14,
1.5.x before 1.5.4, and 1.6.x before 1.6.3. US Federal
Civilian Executive Branch agencies are subject to vendor
adjustments of 4 through March 204.

Link: Read more
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https://www.linkedin.com/company/autoriteti-komb%C3%ABtar-p%C3%ABr-cesk/
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https://www.bleepingcomputer.com/news/security/bank-of-america-warns-customers-of-data-breach-after-vendor-hack/
https://thehackernews.com/2024/02/alert-cisa-warns-of-active-roundcube.html

