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“I believe we will all be responsible
for our own security – no vendor,
service provider, or even
government entity will save us.”

                                Sean Martin

Albania a Step Closer to Global Cyber Security
NAECCS becomes a member of FIRST

NAECCS’s membership in FIRST marks a key moment in the
development of Albania’s cyber security capacities. The Global Forum
of Incident Response and Security Teams (FIRST) is the premier
organization and global leader in incident response. Membership in
FIRST enables incident response teams to more effectively respond
to security incidents.

This agreement makes NAECCS an important part of the global
incident response and cyber security community through:

Enhancing international reputation
Interaction with the best international expertise in the fight
against cyber threats.
Access to specialized resources and platforms on new threats,
attack techniques, and advanced tools of cyber protection.
Active participation in the development of standards and policies

The European Union (EU) is opening a formal investigation
into TikTok over potential online content breaches, putting
the platform at risk of a significant fine. The investigation will
focus on the design of TikTok's system, including algorithmic
systems that may stimulate behavioral addictions of the
users. 
The European Commission will also investigate whether
TikTok has put in place appropriate measures to ensure a
high level of privacy, safety, and security for minors.   

Link:Read more

In the presidency of the Assembly of Albania, invited to a public
hearing on the topic “Safe Internet”, the Ministry of the Interior, the
Ministry of Health, the Ministry of Education, the Ministry of Youth
and Children, the State Police and the National Authority on
Electronic Certification and Cyber Security (NAECCS) presented
before the Group of Deputies “Friends of the Internet” some of the
measures on the online safety of children. Civil society
organizations working in the field of children’s rights and protection
also shared some of their activities and some recommendations
regarding with this topic.
All for early prevention and protection of children from online
bullying, blackmail and abuse!

Meeting with the group of deputies “Friends of children”
and civil society

PATCHING ALERT

ConnectWise - patching alert
ConnectWise warned customers to patch their
ScreenConnect servers to prevent a vulnerability that
could be used in remote code execution (RCE) attacks. The
vulnerability is due to an authentication bypass
vulnerability that attackers could exploit to gain access to
confidential data or execute arbitrary code remotely.

ConnectWise has not yet assigned CVE IDs for the two
security flaws, but partners are advised to update their
servers to ScreenConnect version 23.9.8 immediately.

Link:Read more
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